C KaX[bIM rojoM MO/MOAEXMN B UHTEPHETE CTAHOBUTLCS GO/bLUE, a LUKOMbHUKMA OAHN U3 CaMblX
aKTMBHbIX NO/b30BaTeneit PyHeTa. Mexay TeM, MOMMMO OFPOMHOIO KO/MYECTBa BO3MOXKHOCTEN,
WHTEPHET HeceT 1 Npo6nieMbl. 3Ta NaMsATKa A0/MKHA NOMOYb Tebe 6e30MacHO HAXOAUTLCS B CETU.

Komn bHOTEPHble BUPYCbI

KomnbloTepHbIiA BUMPYC - 3TO PasHOBUAHOCTb KOMMbIOTEPHLIX MPOrpamM, OTAUYUTENbHON
0COGEHHOCTbIO KOTOPOI SIBNSIETCA CMOCOOHOCTb K PasMHOXEHMIO. B [0nonHeHWe K 3TOMY, BUPYCHI
MOTYT MOBPEAWUTb WM  MOMHOCTbIO  YHWYTOXMTb BCE (haiilbl M AaHHble, MOAKOHTPO/bHbIE
Mo/b30BaTeN0, OT MMEHN KOTOPOro Obla 3anylleHa 3apakeHHas NporpamMma, a TakKe NoBpeanTb UK
[KE YHUUTOXWTb OMepauyoHHYI0 CUCTEMY CO BCEMM (haiinamMu B LeNOM. B 6ONMbLIMHCTBE CMy4yaes
PacMnpOoCTPaHSATCS BUPYChI YEPe3 UHTEPHET.

MeTogp! 3aWmMThbl OT BPEAOHOCHbLIX NPOrpaMm:

1. Vicnonb3yit coBpeMeHHbIe OMepaLMoHHbIE CUCTEMbI, UMEIOLLINE CEPbE3HbI YPOBEHb 3alLWTbI OT
BPEAOHOCHbIX NPOrpaMm;

2. TlocTosHHO YycTaHaBiMBail naytM  (UWMpoBble  3annaTKW, KOTOpble aBTOMATUYECKM
yCTaHaBNMBAKOTCA C LEeNblo A0paboTKM nporpammbl) U Apyrve 06HOBMEHUS CBOeM OrepaLyioHHONM
cucteMbl. CKaumBaii MX TOMbKO € OhMUManbHOMoO caiTa paspabotunka OC. Ecnv cyuiecTBYET pexxunm
aBTOMaTUYeCKOro 06HOB/EHWS, BK/THOUW €rO;

3. PaboTail Ha CBOeM KOMMbOTEpPe Mo NpaBaMii NOMb30BaTENs, a He afMUHMUCTPaTopa. JTO He
MO3BOMMT GOMbLUMHCTBY BPEAOHOCHLIX MPOrpaMM WHCTa//IMPOBAaTLC HA TBOEM MEPCOHA/IbHOM
KOMMbIOTEPE;

4. Vcnonb3yin aHTMBMPYCHblE MPOrpamMMHble MPOAYKTbI W3BECTHbIX MpPOM3BOAWTENel, C
aBTOMaTUYeCKNM 06HOBNEHMEM 6as3;

5. OrpaHnyb (13MYeCKmin OCTYN K KOMMbIOTEPY AJ151 NOCTOPOHHUX NINL;

6. Mcnonb3yil BHELIHME HOCUTENW MWH(OopMauMmn, TakMe Kak (ewka, AUCK unu aiin u3
WNHTEPHETa, TO/IbKO 13 MPOBEPEHHBIX NCTOYHMKOB;

7. He OTKpbIBaiA KOMMbIOTEPHbIE (haii/ibl, NONYYEHHbIE U3 HEHAEXHbIX UCTOYHMKOB. [daxe Te
(haiinbl, KOTOPble MPUCIan TBOW 3HAKOMBIIA. JTyylLle YTOUYHW Y Hero, OTNpaB/isii in OH Te6e nX.
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Cetn WI-FI Wi-Fi

Wi-Fi - 3T0 He BMA nepefayn AaHHbIX, He TEXHOMOIMA, a BCEro nuilb 6peHp, mapka. Eule B 1991
rofly HuepnaHgckas KomnaHus sapermctpuposana 6peHg "WECA™, 4To 0603Ha4aio CoBocoYeTaHne
"Wireless Fidelity", koTopblin nepeBoAnTCS Kak "6ecnpoBoAHas TOYHOCTbL".

[lo Hawero BpeMeHW fowina apyras abopeBmatypa, KOTOpas SABMSETCA TaKOW XK€ TEXHONOrMei.
310 abbpesnatypa "Wi-Fi". Takoe Ha3BaHMe OblN0 AaHO C HAMEKOM Ha CTaHapT BbICLLEN 3BYKOBOM
TexHuKu Hi-Fi, 4To B nepeBoe 03Ha4aeT ""BbICOKas TOYHOCTbL".

[a, 6ecnnaTHblAi WHTEPHET-AOCTYN B Kade, OTensix W asponoprax SBASETCS OT/NYHOM
BO3MOXXHOCTbO BbIX0[a B MHTEPHET. HO MHOrMe aKCnepTbl CUMTAtOT, YTO 06WeaocTynHble Wi-Fi cetu
He ABNAKTCA 6e30MacHbIMMN.



CoseTbl N0 6e30MacHOCTU paboTbl B 06Lef0CTYNHbIX ceTax Wi-fi:

1. He nepepaBali CBOKO /TIMUHYIO MHOPMaLMIO Yyepe3 obweaoctynHble Wi-Fi ceTn. PaboTas B HUX,
YKenaTtenbHO He BBOAWTbL Napo/n LOCTYNa, IOTUHbLI N KaKne-To HOMepa;

2. Vcnonb3yil M OGHOBNAW aHTMBMPYCHblE MporpaMmbl WM GpaHAmayep. TeM cCaMbiM  Thbl
o6e3onacuiub cebs 0T 3aKauku BUpyca Ha TBOe YCTPOICTBO;

3. Mpwn ncnonb3oBaHnM Wi-Fi oTknoun (yHKUMo "O6LWuiA focTyn K aiinam u npuHTepam”.
[JaHHas (hyHKUMS 3aKpbiTa MO YMONYaHWMIO, OAHAKO HEKOTOpble MO/b30BaTE/IN aKTUBUPYIOT ee AJis
yf06CTBa UCNO0/b30BaHNA B paboTe nnun yyebe;

4. He ucnonbayii ny6nuuHbii WI-FI ans nepegaum NMYHbIX AaHHbIX, Hanpumep ANs BbiXoda B
coUuanbHble CETU U B 3/IEKTPOHHYIO MOYTY,

5. Micnonb3yii TONbKO 3allmiLeHHoe coeauHeHune Yeped HTTPS, a He HTTP, T.e. npu Habope Be6-
afipeca BBOAV UMeHHO "https://™;

6. B Mo6bunbHOM TenethoHe OTKAOUM PyHKUMIO "TlogkntodeHme K Wi-Fi aBTomaTnyeckmn”. He
[0NyCKain aBTOMaTMYeCKOro NOAKUeHUs ycTpoicTBa K ceTam Wi-Fi 6e3 TBoero cornacus.

CouumanbHble ceTu

CoumaibHble CeTM aKTUMBHO BXOAAT B Hally >KU3Hb, MHOTME NOAM paboTalT U XMBYT Tam
NnocTosiHHO, a B Facebook yxxe 3aperncTpupoBaH MWUINApL YeN0BEK, UTO SAB/SETCA O4HON CefbMOM
BCEX XKuTenel nnaHeTbl. MHOrMe Nonb30BaTe/In He NOHUMAIOT, YTO MH(OPMALWS, pa3MeLLEHHas UMK B
COLMabHBIX CETSAX, MOXET ObITb HalfeHa U UCNo/b30BaHa KeEM YroAHO, B TOM YKC/e He 0643aTe/lbHO C
onarMmy HaMepeHUAMM,

OCHOBHbIe COBETbI M0 6€30MacHOCTU B COLNASIbHBIX CETAX:

1. OrpaHnyb CNNCOK Apy3eil. Y Tebs B APY3bsSIX He A0/MKHO ObiTb CAyYaliHbIX M HE3HAKOMbIX
NoAaen;

2. 3allMLLail CBOK YaCTHYH XM3Hb. He ykasbiBali naponwu, TenedoHbl, agpeca, AaTy TBOEro
POXAEHNS U APYrY JIYHYHO MHGOPMaUMio. 3/10YyMbILIIEHHUKA  MOTYT WCMO/b30BaTh  AaXKe
MH(OPMaLMIO 0 TOM, KaK Tbl 11 TBOW POANTENN NAAHMPYeTe NPOBECTU KaHNKYbI;

3. 3alymLLain cBOK penyTaLuio - AePXXK ee B YMCTOTE U 3aaBail cebe BOnpoc: XoTen 6bl Tbl, YTOOLI
Apyrve nonb3oBateny BUAENN, UYTO Tbl 3arpyXaewb? ogymai, npexae Yem 4YTo-TO Ony6/IMKOBaTh,
HanucaTb 1 3arpy3nTb;

4. Ecnu Tbl TOBOPWLLbL C NHOAbMM, KOTOPbIX He 3Haelllb, He WCMO/Mb3yi CBOE peasibHoe UMS U
APYTYH0 NNYHYHO MHAOPMALMKA: UMSI, MECTO YKUTENbCTBA, MECTO Y4ebbl 1 MPOUYeE;

5. M36erait pasmelleHns oTorpaduii B VIHTepHeTe, rae Tbl M306pPaXeH Ha MECTHOCTW, Mo
KOTOPOWi MOXHO OMpeaennTb TBOe MECTOMO/OXKEHME;

6. Mpu peructpaymm B COLMANIbHON CETU HEOO6XOAMMO WCNONb30BaTb COXHbIE Maposu,
COCTOSALLME M3 BYKB 1 LUMP 1 C KOIMYECTBOM 3HAKOB He MeHee 8;

7. Ans coumanbHo CeTH, MoYTbl U APYrMX CailToB HEOGXOAMMO WCMOMb30BaTh Pa3Hble Maposu.
Torpga ecnn Te6s B31OMAtOT, TO 3/10YMbILLNIEHHWKI MOMyYaT AOCTYN TOMbKO K OAHOMY MECTY, a He BO
BCe Cpasy.
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ONEKTPOHHbIE AEHBLIN - 3TO 0YeHb YA0OHLIN CNOCO6 NnaTexein, 0HaKO CYLLECTBYHOT MOLLEHHUKM,
KOTOpble XOTAT NONYUYNTb 3TN AEHLIU.

3}'IEKTpOHHbIe AeHbrn noasuianCb COBCEM HeAaBHO W WMMEHHO W3-3a 3TOro BO MHOIMMX
rocygapcreax ao CuxX rnop He nNpornncaHo rnpo HMX B 3aKOHax.

B Poccum e OHW (hyHKLMOHMPYHOT M O HKX Y)XKe MPOMMCaHO B 3aKOHE, rAe WX pasfensioT Ha
HECKO/IbKO BWOB - aHOHVMHbIE U He aHOHVMHble. Pa3HMLIA B TOM, YTO aHOHUMHbIE - 3TO T€, B KOTOPbIX
paspeLlaeTcs MpoBOAWTL onepauun  6e3  MAEHTUUKALUMKU MOoMb30BaTeNs, a B  HEeaHOHUMHbIX
NAEHTU(MKALMSA NOMb30BaTENs ABNSETCS 0653aTeNbHOIA.

Take CneflyeT pasnnyuaThb 3NEKTPOHHbIE (aTHbIE AeHbIM (PaBHbI FOCYAAapPCTBEHHbLIM BakOTaM) 1
3NEKTPOHHbIE HedMaTHbIE AeHbIM (He paBHbI FOCYAAaPCTBEHHbIM Ba/llOTaMm).

OCHOBHble COBETbI N0 6e30MacHoi paboTe C 3M1eKTPOHHLIMW AeHbraMu:

1. TlpMBXM K CYeTy MOOW/bHLIA TeneoH. IOTO CaMblii YAOGHbLIA K ObICTPLIA CNOCO6
BOCCTAHOBMTb AOCTYN K cyeTy. MpuBs3aHHbIA TeneoH NOMOXET, ecin 3abyaellb CBOM MNaTeXHbIN
naposib UK 3alifielb Ha CaiT C HE3HAKOMOr0 YCTPOICTBA;

2. Vicnonb3yii ogHopa3oBble Naponun. Mocne nepexofa Ha YCUIeHHY aBTopuU3aLuio Tebe yxxe He
Oy[eT yrpoXarb ONacHOCTb KPaXku WK nepexsaTa niaTeXxHoro napons;

3. Bblbepn CNoXHbIA naponb. MpecTynHukam OyfgeT He NPOCTO yragaTb CAOXKHbLIA Naposb.
HazexHble naponu - 3To Naponn, KOTOPbIe COLepXKaT He MeHee 8 3HaKOB M BK/IOHatOT B Ce6S CTPOYHbIe
N NPONUCHble OYKBbI, UU(PbI M HECKOMbKO CMMBOJIOB, TakKue Kak 3HaK fonnapa, (QyHTa,
BOCKNMLATENbHbIA 3HaK 1 T.n. Hanpumep, $tRONg!;;

4. He BBOAW CBOV NINYHbIE JaHHbIE Ha CaiiTax, KOTOPLIM He [0BepseLLb.
OneKTpoHHas noyTta @

ONeKTPOHHast MouyTa - 3TO TEXHONMOTUS U MpPEeJOCTaB/sEMblE €K YCAYrM MO MEPEChINKE W
MOMYYEHNIO 3NMEKTPOHHBIX COOOLLEHWMIA, KOTOpble pacnpeaenstoTcs B KOMMNbOTEPHOM ceTn. O6blYHO
3NEKTPOHHBIN MOUTOBbIV AWK BbIFSAUT CHeAyOWMM 06pa3oM: UMS_MoMb30BaTeNs@UMs_IOMEHa.
TakKe Kpome nepefaqn NpoCTOro TEKCTa, MMEeTCs BO3MOXHOCTb MnepeaaBaThb (aiinbl.

OCHOBHbIe COBeTbI M0 6e30MacHoi paboTe € 3/1EKTPOHHOIA NOYTOIA:

1. Hapgo BbIGpaTb NpaBW/bHbIA MOYTOBLIA CepBUC. B WHTEPHETE eCTb OrPOMHbIA BbIGOP
GecnnaTHbIX MOYTOBbIX CEPBMCOB, OAHAKO /Nyylle A0BEpPSiTb TEM, KOrO 3Haellb M KTO MepBblil B
PENTUHTE;

2. He ykasbiBaii B /NMYHO MNOYTE JNINMYHYK WHGopmauuto. Hanpumep, nydwe BblGpaTh
"My3blKa/lbHbIA_(haHaT@" unm "pok2013" BmecTo "Temal3";

3. Ncnonb3yii ABYX3TanHyl0 aBTOpU3aUMi0. 3TO KOrAa MOMMMO Maposisi HY>XXHO BBOAWTbL KOA,
npucbinaemMblii no SMS;

4. Bbl6epy CNOXHbIV Naponb. [ KaXA0ro NoYTOBOrO AWMKA JO/KEH ObiTb CBON HafeXHbIN,
YCTOMYMBbIV K B3/10MY Mapo/ib;

5. Ecnm ecTb BO3MOXHOCTb Hanucatb Ccamomy CBON NIMYHBbIN BOMpoc, VICI'IOJ'Ib3yl7I Ty



BO3MOXXHOCTb;

6. cnonb3yii HECKO/IbKO MOYTOBBLIX AWMKOB. [epBbld 418 YaCTHOW MePenuckn ¢ agpecaTamu,
KOTOpPbIM Tbl [0Bepsiellb. 3TO 3/1EKTPOHHbIA afpec He Hafo MCMonb30BaTb MPWU perucrpauuy Ha
(hopymax u caiTax;

7. He oTKpbiBaii (haiinbl U [Apyrue BOXEHUS B MUCbMax, AaXe €C/M OHW MPULAWM 0T TBOMX
ApYy3€ii. Jlydlle YyTOUHW Y HUX, OTTIPABMSANN /N OHW Te6e 3TN (halinbl;

8. Mocne OKOHYaHWSi paboTbl Ha MOYTOBOM CEPBMCE Mepef, 3aKpbITUEM BKIadKu C CaiTOM He
3abyab HaXKaTb Ha "BbIATK".

Knb6epObynnuHr unu BuptyanbHoe usgeBaTtesibCTBO

KnbepbyninHr - npecnefgoBaHne COOOLLEHMAMKW, COAepXKalMMU OCKOP6/IeHUs, arpeccuto,
3anyrmBaHue; Xy/MraHcTBO; COUMaibHOe OOMKOTUPOBaHME C MOMOLLbIO Pa3/NYHBIX WHTEPHET-
CEpBM1COB.

OCHOBHbIe COBETbI N0 60pbbe ¢ KN6epoyNMMHIOM:

1. He 6pocatica B 60i. Jlyuylumii cnoco6: NocoBeToBaTbCA KakK ce6s BeCTWU W, eCNU HET TOro, K
KOMY MOXHO 06paTWUTbCS, TO BHaYasle YCNoKOUTbCA. ECM Thbl HauHelb 0TBeYaTb OCKOPOIEHNAMM Ha
OCKOPOMeHMS, TO TOMBKO ellle 60/bLLE PA3OXOKELLb KOH(IMKT,;

2. YnpaBnsi CBoei KnbeppenyTauuein;

3. AHOHMMHOCTb B CETU MHMMas. CyLLl|eCTBy}OT CNoCcoOb! BbISCHUTb, KTO CTOUT 38 aHOHUMHbIM
dKKayHTOM;

4. He CTOWT BeCTM XYNUraHCKUA 06pa3 BUPTYaSIbHOW XW3HW. VIHTEpHET (UMKCUpYeT BCe TBOW
[eNCTBMA N COXPaHSET UX. Y JanuTb UX 6yLeT KpailHe 3aTpyaHUTENbHO;

5. Cobntofaii CBOK BUPTYaslbHYHO YECTb CMOJIOAY;

6. WrHopupyli eauHWYHbIA HeraTuB. OAHOPa30Bble OCKOPOUTENbHbIE COOBLLEHUS Nydlle
MrHopupoBaThb. O6LIYHO arpeccysi MPEKPALLAETCS Ha HadabHOM CTaaum;

7. BbaH arpeccopa. B nporpammax o6mMeHa MrHOBEHHbLIMW COOGLLEHUSMM, B COLMANbHBIX CETSX
eCTb BO3MOXHOCTb 6/IOKMPOBKM OTMPaBK COOGLLEHWIA C ONpPeieNIeHHbIX aflPeCcoB;

8. Ecnu Tbl CBUAETENb KMBepOGynnuMHra. TBOW AEVCTBUS: BbICTYNUTb NMPOTMB NpecniefoBaTens,
MoKasaTb eMy, YTO ero [JeiCTBUS OLEHMBAIOTCA HEeraTvBHO, MOAAEPXKaTb XEPTBY, KOTOPOW HyXXHa
MCKXO0MOrMYEcKas MOMOLLb, COOBLLMTL B3POC/bIM O (hakTe arpecCUBHOIO NOBEAEHMS B CETU.

Mo6unbHbIN TenedoH

CoBpeMeHHble CMapT(oHbl M MAaHLLETbI COAepXXaT B cebe BronHe B3POCAbIA (yHKLUMOHAN, U
Tenepb OHW MOFYT KOHKYPMPOBaTb CO CTaLMOHAPHbIMM KOMMbloTepamn. OfHAKO, CPeACTB 3aluTbl AN1s
NoA06HbIX YCTPONCTB NOKa 04YeHb Mano. TecTMpoBaHME U MOUCK YS3BUMOCTEM B HUX MPOUCXOAUT He
TaK MHTEHCMBHO, Kak Ans MK, To )Ke camoe KacaeTcst ¥ MOGU/bHbBIX NPUIOXKEHWIA.

CoBpeMeHHble MO6U/bHbIE Bpay3epbl YXKe MPaKTUYECKW AOrHaNM HAcTONbHbIE aHaloru, OAHaKo
paclumpeHmne QyHKLMOHaNa BNeYeT 3a Co60I 60/bLLYHD CIOXHOCTb 1 MEHbLUYHO 3aLLMLLIEHHOCTb.



[laneko He BCe MPOM3BOAWTENN BbIMYCKAlOT O0OGHOBNEHWS, 3aKpblBatOLLMe KPUTUYECKNME
YS3BMMOCTM [/11 CBOMX YCTPOICTB.

OCHOBHbIe COBeTbI N4 6e30nacHOCT MOBUBHOIO TEI'IE(bOHaI

Huyero He sBnsieTcs nNo-HacTosilieMy 6GecnnaTHbIM. Byab OCTOpOXeH, Befb Koraa TebGe
npeanaratoT 6ecnnaTHbIA KOHTEHT, B HEM MOTYT ObITb CKPbITbI KaK1e-TO MAaTHbIE YCNYTHK;

[ymaid, npexge yem otnpaBuTb SMS, oTo uUnn BMAeo. Tbl TOYHO 3Haellb, rAe OHW ByayT B
KOHeYHOM uTore?

Heo6x0AMMO 06HOBNSTL OMepaLMOHHYH CUCTeMY TBOErO CMapTHoHa;
icnonb3yii aHTUBUPYCHbIE MPOrpaMmbl Ans MOGUMbHBIX TenedoHOB;

He 3arpyali npunoXeHWs OT HEeW3BECTHOrO WCTOYHMKA, Bedb OHM MOTYT COfepXaTb
BPeAOHOCHOE NPOrpamMMHOe 06ecneYeHue;

Mocne TOro Kak Thbl BblfeLb C caiiTa, rae BBOAW/ JIMYHYIO UH(OPMaLMIO, 3aiiaM B HACTPOMKM
Opay3sepa 1 yaanu cookies;

|_|epI/IO,CI|I/I‘—IECKI/I nposepm‘/'l, KaKue nnatHble YCNyrin aktTuBMpoBaHbl Ha TBOEM HOMEPE;

[laBaii cBoli HomMep MOGWNbHOIO Tened)oHa TONMbKO /IOASM, KOTOPbIX Thl 3Haellb U KOMY
[0BepseLLb;

Bluetooth gomkeH OblTb BbIKNKOYEH, KOrda Tbl MM He Mofb3yewbes. He 3abbiBali MHOrga

MpoBEpPsiTH 3TO.

Online vrpsbl i ] iﬁ
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COBpEMEHHbIE OHMAH-UIPbl - 3TO KPacOUHbIE, 3aXBaTbIBAOLLIVE Pa3BMEUEHUs), 00BLEAVHSIOLIME
COTHM ThbICAY Ye0BEK N0 BCeEMY MUPY. VIrpoKn nccneaytoT AaHHbIA UM MUp, 06LLATCS APYT C ApYroMm,

BbIMOMHAKOT 3afaHuA, CPpaKakdTCA C MOHCTpaMh M NOsiyyaroT ONbIT. 3a YA0BOJIbCTBME OHW MNNaTAT:
NoKynaroT ANCK, OorniadynBaroT abOHEMEHT NN I'IpVIO6pETaI'0T Kakne-1o onuunun.

Bce aTU cpefcTBa MAYT Ha MoAAepXKaHve U pasBUTKE Upbl, a TakXkKe Ha caMy 6e30MacHOCTb:
COBEPLUEHCTBYIOTCS CUCTEMbI aBTOPM3aLMK, BbIMYCKAOTCS HOBble MaTuM (UMpPOBble 3annaTkv Ans
nporpaMm), 3aKpbIBatoTCs YSI3BUMOCTY CEPBEPOB.

B nofoGHbIX Urpax CTOMT OnacaTbCs HE CTO/IbKO CBOMX COMEPHUKOB, CKOMbKO KPaXkn TBOEO
Maposisi, Ha KOTOPOM OCHOBaHa CMCTeMa aBTopu3aLun GO/bLIMHCTBA UTP.

OCHOBHbIE COBETbI N0 6€30MacHOCTM TBOEr0 NrpoBOro akKayHTa.:

1. Ecnn apyroi urpok BedeT cebsi MIoXo Man co3faeT Tebe HEeNpUATHOCTW, 3abM0KMPYIA ero B
CMMCKe UTPOKOB;

2. Toxanyiica agMUHMCTPATOpPaM Mrpbl Ha MIOX0E MOBEAEHWE 3TOr0 WIPOKa, >KenaTe/lbHO
MPUNOXNTb KaKne-To [0Ka3aTeNbCTBA B BUAE CKPUHOB,

3. He ykasblBali NIMYHY0 MHOPMaLMIo B Npodaiine urpbi;
4. YBaxKal ipyrmx y4acTHUKOB MO Urpe;

5. He ycTaHaBnvBaii HeouuuanbHble naTym u Mofpl;



6. VIcnonb3yii cnoXHble 1 pasHble Naposu;

7. Jaxe BO BpeMs Urpbl He CTOMT OTK/KOYaTb aHTMBMPYC. [oKa Tbl Urpaellb, TBOV KOMMbHOTEP
MOryT 3apa3unTb.

PULLIMHT UnNKn KpaXxa JIN4HbIX AaHHbIX

OGbIYHON KpaXkeil feHer M JOKYMEHTOB CErofHs Y)XKe HUKOrO He YAMBWLIb, HO C Pa3BUTMEM
WNHTEPHET-TEXHONIOMNIA 3/10YMbILLNIEHHUKN MEPEMECTUINCL B UHTEPHET, U MPOAO/IKAKOT 3aHMMATbCS
"NIOOUMbIM™ 1eNI0M.

Tak nosiBunacL HOBas yrpo3a: MHTepHeT-MOLLEHHWNYECTBA U PULLKHT, TNaBHas Lieflb KOTOPOro
COCTOUT B MONYYEHUU KOH(PUAEHUMANbHBIX [aHHbIX MOMb30BaTeNeld - NOrMHOB W naponeid. Ha
aHrNNIACcKoM A3blke phishing untaetca kak gumHr (ot fishing - pbi6Has nosns, password - Naposnsb).

OCHOBHbIe COBETbI N0 60pb6E C PULLMHIOM:

1. Cneoy 3a CBOMM aKkayHTOM. Ecny Thl Mojo3peBaelllb, UTO TBOS aHKEeTa Gblfa B3/lOMaHa, TO
Heo6X0a1MO 3a6/10KMPOBATh €€ U COOBLLIMTbL aMUHUCTPATOPaM pecypca 06 3TOM Kak MOXHO CKOpEE;

2. Vicnonb3yi 6e3onacHble Be6-CainTbl, B TOM YACNE, MHTEPHET-MarasnHoB U MOUCKOBbLIX CUCTEM;

3. Vicnonb3yii CnoxHble M pasHble naponu. Takum 06pas3om, ecinm Tebs B3NoMaloT, TO
3/10YMbILLINIEHHUKM NOJyYaT AOCTYN TOMbKO K OAHOMY TBOEMY NPOUI0 B CETH, a HE KO BCEM;

4. Ecnn TebA B3nOMasn, TO HEO6XOAMMO MpefynpeauTb BCEX CBOMX 3HAKOMbIX, KOTOpble
[06aB/ieHbl Yy Tebs B Apy3bAX, O TOM, 4TO Teb6s B3/IOMaIM U, BO3MOXHO, OT TBOEro UMeHu Oyaet
paccbiNaTbCs Crnam 1 CCbIIKN Ha PULLMHIOBbLIE CalThl;

5. YcTaHoBY HagexHblI naposb (PIN) Ha MOGUNbHbLIN TeNeqoH;
6. OTK/IOUM COXpaHeHue Napons B bpaysepe;

7. He oTKpbiBail hailnbl U Apyrue BNOXEHUS B MUCbMax, AaXKEe €CIM OHW MNPULLAA OT TBOWX
Apy3eit. Jlydlle yTOUHW Y HUX, OTNPaB/SAN N OHW Tebe 3T (alinsbl.

LincdpoBas penytauus

LingppoBass penyTtaums - 37O HeraTtmMBHas WAM MNO3UTMBHas WH(opMaums B CeT O Tebe.
Komnpometupytowias uH(oOpMaums, pasmelleHHasd B WHTEPHETe, MOXET Cepbe3HbIM 06pa3omM
OTPasnTbCA Ha TBOEW peanbHOM XW3HW. “"Lindposas penyTtauma™ - 3TO0 TBOW WMWK, KOTOPbINA
(hopmumpyeTcs U3 MHpopMaLm 0 Tebe B MHTEPHETE.

TBOE MECTO >XWUTefbCTBa, yl-le6bl, TBOE CbVIHaHCOBOG MOMOXEeHNe, 0COBEHHOCTH XapaKTepa U
pacckasbl O O/IM3KKUX - BCe 3TO HaKarn/MBaeTCs B CETU.

MHorne noApoCTKWM NErKOMbICNIEHHO OTHOCATCA K NyO6nuKaumyM NuM4YHol  uHopMmaumun B
VHTepHeTe, He MOHMMas BO3MOXXHbIX MOCNEACTBUIA. Thbl AaXe He CMOXeELb A0ragatbCsi O TOM, YTO
(hoTorpadus, pasmeLleHHasi 5 NeT Hasaf, CTana NPUUMHON 0TKasa NPUHATL Tebst Ha paboTy.

KoMmeHTapuu, pasmellieHrne TBOUX (hoTorpadinii n Apyrue AeicTBUS MOTYT HE MCYE3HYTb [aXe
nocne Toro, Kak Tbl MX yAanub. Tbl He 3Haellb, KTO COXpaHUN 3Ty MHGOpMaUuto, nonana i oHa B
MOMCKOBbIE CUCTEMbI 1 COXPaHWUIACh NI OHa, a FNTaBHOE: YTO MOAYMAKOT O Tebe OKpYXKaroLime Noau,
KOTOpble HalgyT M YyBUAAT 3TO. HaiiT MH(OPMALIMI0O MHOTO /IET CMYCTs CMOXET oGOl - Kak 13



[06pbIX NOGYXAEHWI, TaK U C HAMEPEHMEM NPUYMHUTL BPEL. ITO MOXET ObITb KTO YrOAHO.
OCHOBHble COBETbI M0 3aLLmTe LMPPOBOIA penyTauum:

1. Mogymaid, Npexae yem YTo-TO My6IMKOBATb U NepeaaBaTh y cebs B 6/10re UK B COLMAIbHO
cetu;

2. B HacTpoiikax npouns yCTaHOBM OrpaHMYeHWs Ha MNPOCMOTP TBOEro Mnpogwns u ero
COZEPXKUMOrO, cfleNai ero ToNbKo "ans apysen”;

3. He paswvelalii U He yKasbiBali MH(OPMALIMIO, KOTOpasi MOXET KOro-nn6o OCKOp6ASTb MW
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CoBpeMeHHbIe LLUKOMbHUKM - aKTUBHbIE NO/Ib30BATENN L(POBOro NpocTpaHcTa. OfHAKO faneko
HEe BCE 3HAlOT, YTO NOSb30BaHWEe MHOTMMK BO3MOXHOCTAMU LM(POBOro Mupa TpebyeT COBMHOAEHNS
MpaB Ha MHTENNEKTYaNIbHYH COBCTBEHHOCTb.

ABTOpCKOe npaBo

TepMUH  "MHTeNNeKTyaslbHasi  COBCTBEHHOCTb"  OTHOCUTCA K Pa3/IMyHbIM  TBOPEHMSM
4e/IOBEYECKOr0 YMa, HauMHas C HOBbIX M300peTeHWiA M 3HaKOB, 0603HaYatoWMX COBCTBEHHOCTb Ha
NPOAYKTbl W YCNYrn, WU 3aKaHuMBas KHUramu, gotorpapuamu, KUHOPUIbLMaMU N My3blKabHbIMU
Npoun3BefeHNAMN.

ABTOpPCKIME NpaBa - 9TO NpaBa Ha WHTENNEKTYyanbHY0 COGCTBEHHOCTb Ha MPOM3BEAEHUS HayKM,
nnTepaTypbl UM UCKycCTBa. ABTOPCKME MpaBa BbICTYNalOT B KayecTBe rapaHTWM TOro, u4TO
VHTENNEKTYa/IbHbI/TBOPUECKMUIA TPy aBTOpa He OyAeT HampacHbIM, AacT eMy CrpaBed/MBble
BO3MOXHOCTY 3apaboTaTb Ha pesynbTaTax CBOEro Tpyaa, MofyuuTh M3BECTHOCTb U MpU3HaHWe. HUKTO
6e3 paspelleHrss aBTopa He MOXKET BOCMPOM3BOAMTL €ro Mpou3BeAeHUE, PacnpoCTPaHsiTh, My6INYHO
[NEMOHCTPUPOBaTb, NpOfaBaTh, WMMOPTMPOBATb, MyCKaTb B MPOKaT, MyG/MYHO  UCMOMHSTD,
MOKa3bIBaTb/UCMONHSATbL B 3Mpe UK pasMmellaTb B IHTepHeTe.

icnonb3oBaHye "NMpaTcKoro™ NporpaMMHOro o6ecrneyeHns MOXeT NMPUBECTU K MHOTUM PUCKaM:
OT MNOTepU [AaHHbIX K TBOMM akkKayHTam [0 6/I0KMPOBKM TBOEro YCTPOWCTBA, e YCTaHOBNeHa
HenerasibHad nporpaMMa. He cTouT TakXke 3abbiBaTb, YTO CYLUECTBYIOT JierajibHble U GecnnarHble
NporpamMmbl, KOTOPbIE MOXXHO HalTW B CETU.

O noprane
CeTeBMYOK.p(h) - TBOW NaBHbIA COBETUMK B CETW. 3A4€Cb Tbl MOXELLUb y3HaTb O 6€30MacHOCTU B

CETW MOHSATHLIM W AOCTYMHbLIM S3bIKOM, a MPW BO3HUKHOBEHUM KPUTUUECKOW CUTYaLun 06paTuTLCS 3a
COBETOM. A TaKXe NPUHSATb yUacThe B KOHKYPCaX M CTaTb CaMbIM LIM(POBLIM FPaXaaHHOM!



